nnnnnnnnnnn

Keynote |[IMA 2023
Tensions Between A
Sustainable Tech nology- IIMA 2023 Conference

: Information Security, Business
drlven World And Intelligence, and Technology
TOday’S D|g|ta| UtQpia_ Innovations: Advancing with

: confidence towards a sustainable
Dystopla . technology-driven world

IIMA 2023 Lunch Keynote October 23 - 25, 2023 Las Vegas

Anand Sheombar
email: anand.sheombar@hu.nl
HU University of Applied Sciences Utrecht, The Netherlands

e ineas

= B



technology-driven world and tfoday’s
Lunch - Keynote 23 October digital dystopia...

KeynOte abStraCt Tensions between a sustainable nﬁ H

The keynote addresses the tensions we face in today’s digital world where
dis/misinformation, aka ‘fake news’ and cyber-surveillance, are present.

Drawing from examples of research projects on online hate speech in Europe and globally,
and the impact on digital rights for African citizens by the digital surveillance capabilities of
some African governments, Anand Sheombar will discuss the implications this has on
Information Technology and Information Management research.

How can we address these challenges?
Are we even aware of them as researchers?

Can we ensure that a sustainable technology-driven world is also a just world?

IMA2023, keynote Oct 23 2



Some digital trends and technologies in
development sector/humanitariga aid

UNHCR Innovation
12 October 2017

We piloted a chatbot with Facebook to improve communication with
refugees - here's what happened (what and didn't):

iU

UNHCR.ORG

Chatbots in humanitarian settings: revolutionary, a fad or
something in-between? - UNHCR Innovation
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https://www.unhcr.org/innovation/chatbots-in-humanitarian-settings-revolutionary-a-fad-or-something-inbetween/?fbclid=IwAR2BRLJqoOZ4Yb5oaNAEQVond-Wg92-kwGHm50Q6lu4vedbDG7MNoSHGafw
http://social-media-for-development.org/wateraid-use-virtual-reality-to-tell-the-story-of-the-aftermath-of-nepals-earthquakes/?fbclid=IwAR2AgV0qb-wxAcZk4j-rl5rCLXUIHAv0HSCjdKKZ60hbbEjOed_dZar55qs
https://www.networkworld.com/article/3082764/flash-flood-alerts-how-sonar-iot-systems-help-protect-communities-in-honduras.html
https://unicefmalawi.blog/2018/06/14/how-the-first-unmanned-traffic-management-system-in-africa-is-supporting-humanitarian-drones-in-malawi/?fbclid=IwAR3p9642zy0FPHsYZZPxBrFOmTDOgzr3uD7ygyHTqxKbwI92rlfekHQOD2s
https://flyzipline.com/impact/
https://wearesocial.com/uk/blog/2023/01/the-changing-world-of-digital-in-2023/

Technology for good? , ehh....

A.lL tools fueled a 34%
spike in Microsoft’s water
consumption, and one city
with its data centers is
concerned about the effect

on residential supply

BY MATT O'BRIEN, HANNAH FINGERHUT AND THE ASSOCIATED PRESS

September 9, 2023 at 5:01PM GMT+2 <
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NYC NYC Audubon
@ @NYCAudubon

This is a VERY BAD IDEA ‘ #lightpollution during peak #birdmigration,

which BTW is happening right now, poses a hazard for the millions of

birds traveling over NYC on their migrations. COULD WE MOVE THIS to
after fall migration? @nycgov @NYCParks @NYCMayor
@NYCMayorsOffice?

central park will be shrouded
in a flock of luminous drones
by DRIFT this weekend

sssssssssss

IVINs I
TECHBY VICE

Honolulu Police Used a
Robot Dog to Patrol a
Homeless Encampment

Local police used $150,000 in COVID relief funds to
purchase Boston Dynamics' four-legged robot,
Spot.

° By Todd Feathers

June14,2021,6:00am ] W £



https://gothamist.com/news/nyc-drone-show-meant-to-mimic-birds-will-harm-actual-birds-critics-say
https://www.vice.com/en/article/wx5xym/honolulu-police-used-a-robot-dog-to-patrol-a-homeless-encampment
https://fortune.com/2023/09/09/ai-chatgpt-usage-fuels-spike-in-microsoft-water-consumption/
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Information Systems, Sustainability,
Technology and Digital Dystopian Present?
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Part 1: Challenges And Threats Posed By
Dis/Misinformation And Online Hate Speech |

Today’s Digital World ¢4 seness

Information disorder is
an umbrella term for
the various types of
false, misleading,
manipulated, or
deceptive
information(Wardle C.,
2019).

IIMA2023, keynote Oct 23

Misinformation

Unintentional mistakes
such as innaccurate
photo captions, dates,

statistics, translations, or
when satire is taken
seriously.

Disinformation

Fabricated or deliberately
manipulated audio/visual
content. Intentionally
created conspiracy theo-
ries or rumours.

INTENT TO HARM

Malinformation

Deliberate publication of
private information for
personal or corporate
rather than public inter-
est, such as revenge porn.
Deliberate change of
context, date or time of
genuine content.

International
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https://open.ocolearnok.org/okinfolit/chapter/information-disorder-truth-trust/

ESSENTIAL DIGITAL HEADLINES

Al
OVERVIEW OF THE ADOPTION AND USE OF CONNECTED DEVICES AND SERVICES ? % »

GLOBAL OVERVIEW

TOTAL

UNIQUE MOBILE
POPULATION

INTERNET ACTIVE SOCIAL
PHONE USERS

USERS MEDIA USERS

8.01 S5.44 5.16 4.76

BILLION BILLION BILLION

BILLION
URBANISATION

vs. POPULATION vs. POPULATION vs. POPULATION

57.2% 68.0% 64.4% 59.4%

SOURCES: UNITED NATIONS; GOVERNMENT BODIES; GSMA INTELLIGENCE; ITU; WORLD BANK; EUROSTAT, CNNIC; APJIL; IAMAIL & KANTAR; CIA WORLD FACTBOOK; COMPANY ADVERTISING RESOURCES AND
o EARNINGS REPORTS; OCDH; BETA RESEARCH CENTER; KEPIOS ANALYSIS. ADVISORY: SOCIAL MEDIA USERS MAY NOT REPRESENT UNIQUE INDIVIDUALS. COMPARABILITY: SIGNIFICANT REVISIONS TO SOURCE

DATA, INCLUDING COMPREHENSIVE REVISIONS TO POPULATION DATA. FIGURES ARE NOT COMPARABLE WITH PREVIOUS REPORTS. ALL FIGURES USE THE LATEST AVAILABLE DATA, BUT SOME SOURCE DATA MAY

we
are, . (O>Meltwater
NOT HAVE BEEN UPDATED IN THE PAST YEAR. SEE NOTES ON DATA FOR FULL DETAILS. SOCICII



https://datareportal.com/reports/digital-2022-global-overview-report
https://datareportal.com/reports/digital-2023-global-overview-report
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https://datareportal.com/reports/digital-2023-global-overview-report

EOOH project

* Visualisation of online hate speech collection and processing.

EOOH Process Diagram

Data Collection
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EOOH ... o) sses e

Welcome to the European
Observatory of Online Hate

Our latest
research.

Project website EOOH.eu



EOOH project. Annotation Process - ongoing - categorising toxic language

H
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Online Gender-Based Violence

CYBER-BULLYING

TROLLING

HATE SPEECH

e

DOXXING

O

iCYBER-STALKING

PUBLIC SHAMING

En

INTIMIDATION
{THREATS

Image source: UNESCO

[IMA2023, keynote Oct 23

Centre for International
Governance Innovation

Shsertitnge S e e e,
Technology-Facilitated
Gender-Based Violence
An Overview

Suzie Dunn

Information

International

Juswabeue

H
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https://www.cigionline.org/publications/technology-facilitated-gender-based-violence-overview/

Human in the loop...for Al-based hate speeg- Iy
classification...annotation bias ™[

Results of human annotation

Annotators label sexism as less toxic than
other forms of hate speech

Annotators do not agree on sexism being
hate speech in the first place

Annotators seem to be biased against sexism
Sexism seems to be one of the most
normalized/accepted forms of hate speech

Source: misogyny online
study from EOOH project

[IMA2023, keynote Oct 23

Juswabeue

“Tech companies need o

include expertise from a variety of lived
experiences in Al annotation, implementation
and interpretation.” Glitch — Digital Misogynoi
Report

seen alongside content that mocks Black LGBTQ+

women. Black women are also targeted with Islamophobic
abuse, particularly when related to wearing a
hijab. Black Muslim women are described as
‘extraordinary evil, demonstrating dangerous
narratives that feed hate and violence against
Black women.

Black Muslim
women are
described as
‘extraordinary
evil’



https://glitchcharity.co.uk/wp-content/uploads/2023/07/Glitch-Misogynoir-Report_Final_18Jul_v5_Single-Pages.pdf
https://glitchcharity.co.uk/wp-content/uploads/2023/07/Glitch-Misogynoir-Report_Final_18Jul_v5_Single-Pages.pdf

Examples: Misogynoir & and Anti-Palestinian Racism iy
are not well detected or toxicity levels too low (bias)

Pro-Palistinensische Aktivisten ' ' Angstmaéherei ur'td%Terrorvorwi]rf 2
halten falsche Anschuldlgungew n -

" Holocaust-Leugnung oder voh ™' wucun CE
- Antisemitismus (Bewaﬁnung
umstrittener IHRA-Beschyei O Rk i

e PAME-NALA-009 i) %, oo -

B l A E K M

DIGITAL ==
RESISTANCE &=

MOYA
BAILEY

- H&i'l WOrE, lﬂr'-ﬂm mm-l
Eodipeong Bradava

558

KIK-ELKUM-118
2023-02-1510:25

name name Ja ist gut Islamist, ich weill ja
g dass du dich wehren kannst. Die Tirkei

~ und "Paléistina’ ist schon lange Copartner
s Russlands um Europa zu destabilisieren.

e  https./it.co/lhVeVg4bMN
— ’ 7
8

iy

Folgefragen zur Erstanalyse
Wird anti-Palastinensischer Rassismus im EOOH Dashboard effektiv erkannt?
Wirden einigen antisemitischen Tweets zu Unrecht antiisraelische Kritik (wegen
IHRA) zugeschrieben?
Wird Islamophobie verbreitet oder verstarkt durch pro-israelische Social-Media-
Konten die anti-paléstinensischen Rassismus verbreiten?

13
[IMA2023, keynote Oct 23



Al and Data Collection | AN

Association

When developing system that collects social media data for
analysis using artificial intelligence, ethical considerations

need to be taken into account (Kiritchenko and Nejadgholi,
2020)

» Mitigation of unintended biases  Hate speech

’ What ConStItUteS hate SpeeCh » The concept of (online) hate speech ha abitrary

" : : definitions.
’ Sam pl I ng/toplc bIaS » European Union's definition (EC, 2022): "hate speech is
° An notator blaS defined in EU law as the public incitement to violence or

hatred on the basis of certain characteristics, including race,
colour, religion, descent and national or ethnic origin."

» Transparency and explainability

[IMA2022, session 9, paper 1888 14



Part 1B: ChatGPT, LLMs and other g,

Iuawabeue

generative Al tools...and Al bias ‘MEY

Caamutde Sol] uDius spe LuSaEs
edip rus doiudedos
Bt sfousta CuIps ssag Bupns
adeud HeL. MY 8L woL arukadie
NELN DA Y744 WD Mt Y20 A0 QA9 Daad 1L g uweGagbans
@I NAYE BALE AT M) AGLN YT
AR VAT VENP! UL UMY
UBLP @A RAPAS. K= A AESN
DL Y744 WY 297 Mt AP0 Y754
A

RESTOFWORLD.ORG
We tested ChatGPT in Bengali, Kurdish, and Tamil. It failed.
Outside of English, ChatGPT makes up words, fails logic tests, and can't do basic information r

Systemic bias in data models is a human rights
issue

The tech industry must engage with those affected by data errors
and embedded discrimination to avoid systemic bias in data
models.

By:Isabel Laura Ebert & Thorsten Busch Espafiol | Francais

IIMA2023, keynote Oct 23

Al was asked to create images of Black
African docs treating white kids. How'd it
go?

October 6,2023 - 7:44 AMET

By Carmen Drahl

-i:How Al reduces the uuw———
3| world to stereotype

Rest of World analyzed 3,000 Al images® \,
how image generators visualize different
countries and cultures.

Aresearcher typed sentences like "Black African doctors providing care for white suffering children" into an artificial
intelligence program designed to generate photo-like images. The goal was to flip the stereotype of the "white savior"

aiding African children. Despite the specifications, the Al program always depicted the children as Black. And in 22 of over

350 images,

doctors were white.
Micj 5

by NPR

ChatGPT proves that Al still has a
racism problem

Even the most advanced artificial intelligence is hindered
by the inherently racist data it’s trained on.

TECHNOLOGYREVIEW.COM 1 5
These new tools let you see for yourself how biased Al image models are
Bias and stereotyping are still huge problems for systems like DALL-E 2 and Stable Diffusion, d


https://restofworld.org/2023/ai-image-stereotypes/
https://www.npr.org/sections/goatsandsoda/2023/10/06/1201840678/ai-was-asked-to-create-images-of-black-african-docs-treating-white-kids-howd-it-
https://www.openglobalrights.org/systemic-bias-in-data-models-is-a-human-rights-issue/?lang=English

Part 2: Challenges And Threats Posed By
Cyber-surveillance And Digital Rights

Information

H

International
Juswabeue
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Violations In Today's Digital World
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SUSPEGTED PEGASUS INFECTIONS

A GLOBAL MAP MADE WITH DNS CACHE PROBING

Bill Marczak, John Scott-Railton, Sarah McKune,
Bahr Abdul Razzak & Ron Deibert _

CITIZEN LAB 2018



https://citizenlab.ca/2018/09/hide-and-seek-tracking-nso-groups-pegasus-spyware-to-operations-in-45-countries/

Al Surveillance vs Human Rights

Automating Digital Repression: How Al Can Harm Human Rights

“Although the boundaries ‘ . ks ‘
Without robust safeguards gmd over5|ght, Al can make censorship, surveillance, alnd the creation

befween AI Qs q model Of and spread of disinformation easier, faster, cheaper, and more effective.

the mind and Al as Ll i

surveillance tools are blurry,

a tool for "profit |

mOXImIZOTIOn” COprI’GS Privacy & ,i ‘ ' Due process

Big-data surveillance systems aggregate y - R e e Al-enabled surveillance tools, such

LA
C Urre n f AI and analyze massive amounts of | et as social media monitoring, forgo

personal data, inferring people’s most ’ b standards like “probable cause,”
treating everyone as a possible

(associate professor Abeba TR e o 1 _
Birhane in 2020) 4N LT R | ,

Free expression e e
Nondiscrimination

— - - : ot | |
Automated systems are deployed - - & -
to censor political, social, and ra = Rl .k '\ e s.ystemls o 3
religious speech. Al surveillance e b i P e perpetuate bias built into their
can incentivize people to avoid 20 | TR training data and exacerbate

A | - b O S e d b i O m e T ri C reprisal through self-censorship. 2 ] S long-standing discrimination.
technologies are
p a rﬁc U |O rly p rone TO Access to information , Association and assembly

! 'fU n C -I-io n C re e i O n d Platform algorithms have promoted Al systems with abilities like facial
p incendiary content over reliable recognition can identify and track

information. Progovernment prodemocracy protesters, allowing state

perpetuate discriminafion i o o el
(Access Now report 2023)

€ Freedom
1 House This infographic is from the Freedom on the Net 2023 report, as seen on www.freedomhouse.org; 7

[IMA2023, keynote Oct 23




African Digital Rights Network o

Sousveillance Research Question: M)
Who is supplying what technologies to whom with what effect on citizen’s

digital rights?

Five categories of surveillance technologies:

1. Internet interception - intercepting private Internet communications
Mobile interception - intercepting private mobile phone communications
Social Media Monitoring — surveillance of social media interactions
Safe City / Smart City — including CCTV and remote sensing surveillance.
Biometric-ID including facial recognition, iris scanning and fingerprint
scanning.

These are categories of technologies that are well-researched and documented in the
UK/USA/Europe but have yet to be well-documented in Africa.

a &> WD

IMA2023, keynote Oct 23 18
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Examples of Suppliers & donor countries

Huawei launched a US$1.5 billion fund to
support the development of smart cities across
Africa; for example, setting up digital
infrastructure in Zambia where the WSJ reported - R R 0
it helped authorities intercept encrypted e Ry S PR
communications and use mobile data to frack & BRI T el
political opponents.

EU institutions, Frontex and the EEAS being

Huawei Technicians Helped African GT;;’Ql'lllllellts Spy on Political Opponents investi ga ted by the Euro pean Ombudsman
| o e t'_:'a.'\ﬁ_v‘a_” I over failures to conduct human I’Ig Nts
y Joe Parkinzon é Nicholas Barfyo Folow] and Josh Chin . .
i assessments of their surveillance technology
transfers to non-EU countries.

KAMPALA, Uganda—Huawei Technologies Co., the world's largest telecommunications

com;

ComputerWeekiycom ... ¥ & v v
WSJ Climate & e
[inergy Newsletter NEWS
B EU fails to protect human rights in surveillance tech
THE WAL STREET JOURNAL ST transfers

Transfers of surveillance technology from the European Union to African
governments are carried out without due regard for the human rights impacts, the
European Ombudsman has found after a year-long investigation into the European
Commission’s management of an aid fund

19
IIMA2023, keynote Oct 23 n 0 By Sabastian Klovig Skellon, S oo e ihec: 06 Dec 202213 -


https://www.wsj.com/articles/huawei-technicians-helped-african-governments-spy-on-political-opponents-11565793017
https://www.computerweekly.com/news/252528048/EU-fails-to-protect-human-rights-in-surveillance-tech-transfers

Information

Surveillance Supply Lines — ADRN project Ml

o institute of
development
ams studies
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International

Mapping the supply
of surveillance
technologies to
Africa: case studies
from Nigeria, Ghanaq,
Morocco, Malawi,
and Zambia

Editor: Tony Roberts

Authors: Tony Roberts, Judy Gitahi, Patrick Allam, Lawrence
Oboh, Oyewole Adekunle Oladapo, Gifty Appiah-Adje,
Amira Galal, Jimmy Kainja, Sam Phiri, Kiss Abraham,
Sebastian Klovig Skelton and Anand Sheombar

Call for Chapter Abstracts for a
New Book:

'Internet Shutdowns in Africa:
digital rights, repression, and
resistance.'

9 October 2023

Call for Chapter Abstracts for a New Book: "
‘Internet Shutdowns in Africa: digital rights, repression, and 7
resistance’

Edited by Felicia Anthonio and Tony Roberts
A collected edition to be published by Zed Books in 2025

Call for abstracts:
We invite abstract submissions for chapters to be included in a
collected edition book on the implementation of internet
shutdowns and civic responses.

l SOURCE COUNTRIES  DESTINATION COUNTRIES

Source Roberts at al. (2033) or
https://www.africandigitalrightsnetwork.org/our-publications 20

[IMA2023, keynote Oct 23


https://www.africandigitalrightsnetwork.org/our-publications

Supplier country: China

Supplier country: EU and member states France (F), Germany (DE), and Italy (IT)

EU institutions, Frontex, and the EEAS are being investigated by the European Ombudsman over
failures to conduct human rights assessments of their surveillance technology transfers to non-EU

countries
Technology Supplier Government Examples
Mobile interception
Altrnativ (F) Céte d'lvoire Deal worth €13.8m for radio surveillance
equipment and intelligence training
Nexa Egypt Surveillance software CEREBRO,

Technologies (F)

which provides real-time surveillance
of the mobile phones of targeted
citizens and the collection of
personal data and metadata

Finfisher (DE) South Africa

FinFisher Command and Control
servers in South Africa

Hacking Team, Morocco
now active

under the

name Memento

Lalbs (IT)

Moroccan intelligence services
used spyware Remote Control
System and spent more than €3m
on Hacking Team equipment

Internet interception

Trovicor (DE) Ethiopia

Communications surveillance equipment
to the Ethiopian government

Technology Supplier  Government Examples
Mobile interception /TE Zambia Via subsidiaries in Ghana, Nigeriq,
and Zambia — and also Céte
d'lvoire. Construction of a rural
telephone service in Nigeria.
Internet interception
Social media monitoring
Smart cities Huawei Ghana, Malawi, Huawei launched a US$1.5bn fund to
Morocco, support the development of smart
Nigeria, and cities across Africa; eg. setting up
Zambia. Also digital infrastructure in Zambia where
Cote d'lvoire. The Wall Street Journal reported it
helped authorities intercept encrypted
communications and use mobile
data to track political opponents.
Biometric ID Huawei Ghana Ghana received a US$129m loan from
and ZTE China Exim Bank for extension of

dedicated information infrastructure,
including implementation of intelligent
video surveillance by Huawei and ZTE.

Social media monitoring

Altrnativ (F) Multiple countries

Taillor-made search engine Targets, to
retrieve publicly available data to analyse
and identify connections between
places, people, and organisations

Smart cities

Source: Authors' own. Created using data from Takouleu (2018); Ofori-Atta and Kan-Dapaah (2019);

Parkinson et al. (2019a,b); Huawei (2020, 2021, 2022); ZTE (2021); Burkitt-Gray (2022); Abdulaziz (2023).

[IMA2023, keynote Oct 23

Biometric ID EUTFA (EU) Ghana

€5m project for 'Strengthening border
security in Ghana' to enhance border
checking and surveillance capacities
of the Ghana Immigration Service

EUTFA (EU) Morocco

A €44m ‘Support for integrated border
and migration management in Morocco'
project in 2018, including the acquisition
of surveillance equipment for sea and
land borders, as well as improving data
use and cooperation with EU authorities

Source: Authors’ own. Created using data from Marczak et al. (2014); Privacy International (2015a,b);
Singh (2015); EUTF (2017); EC (2019); Canet et al. (2021); Mada Masr (2021); Braun (2022); Coluccini (2023);

EUTF (2023).
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Supplier country: Israel
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Technology Supplier Government Examples M
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Mobile interception

Circles Morocco, Nigeria, and Zambia
Also Botswana, Equatorial Supplier country: USA (and UN entities)
Guineq, Kenya, and Zimbabwe
Technology Supplier Government Examples
NSO Group Morocco, Nigeria, and Zambia  Developers of the
. "o Pegasus spyware Mobile Israeli branch of US- South Sudan Surveillance eguipment to
Also Cote d'lvoire, Egypt, interception based Verint Systems intercept communication

Kenya, Rwanda, South

Africq, Togo, and Uganda Internet interception

Team Nigeria Hacked into the phones of
Jorge opposition leaders during Social media Dataminr Nigeria Monitoring student
the 2015 Nigerian election monitoring Also Kenya and demonstrctlons_, in Cape
. Town, South Africa
. . South Africa
Internet interception
Smart cities Honeywell Egypt Surveillance systems for
Social media monitoring large smart city projects
Biometric ID Palantir UN World Food International aid funds are
Smart cities Programme used for digital surveillance
of migrants and refugees
Briefcam South Africa "Video synopsis technology’
incorporated in smart Source: Authors' own. Created using data from Dataminr (2014); Thorpe (2019); Feldstein (2019); Biddle
city surveillance networks (2020); Peterson and Hoffman (2022).

in suburban areaqs.

Biometric ID

Source: Authors’ own. Created using data from Kwet (2019); Mwesigwa (2019); Marczak et al. (2020);
Murray (2022).
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Supplier country: Russia

International
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Technology Supplier Government Examples M i

Association

Mobile interception

Internet interception

Social media monitoring

Smart cities

Biometric ID Roscboronexport 17 sub-Saharan African Signed contracts
countries, including Nigeria worth US$1.7bn

Source: Authors' own. Created using data from Hedenskog (2018); Ojoye (2021); Rosoboronexport
(2021b).

Supplier country: UK

Technology Supplier Government Examples
Mobile interception Morocco, also

ETI (purchased Algeria, Qatar, Maobile and internet interception
Internet - .
. . by BAE) Oman, Saudi system called Evident
interception

Arabia, and the UAE

Social media monitoring

Smart cities

Biometric ID Ghana and Nigeria, Border and coastal surveillance
also Cote d'lvoire

Source: Authors' own. Created using data from BBC (2017).
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Motives for State Surveillance (Research-in-Progress) LY
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Six motives for state surveillance identified including the suppliers'
perspective:

1) Survelillance as legitimacy for state security,
2

3

) Surveillance for political gain,
)

4) Surveillance as a tool for development,
)
6)

Surveillance as diplomacy,

5) Surveillance as neocolonialism, and

Surveillance as business opportunity.
(source: Sheombar and Klovig Skelton 2023)
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Part 3: Implications And Recommendations ".1; 1
For International Technology And Informatior MEx
Management Research.

How can we protect citizens, organisations and
society from the dystopian effects of technological
advances harming the individual citizen’'s freedom as
well as the right of expression of groups and
organisations as stipulated within the frameworks of
human and international rights?

[IMA2023, keynote Oct 23 HU powerpoint template 25
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Here are our calls to action for four groups
of actors:

1. Tech companies
2. Governments and

« How can we address these challenges? intergovernmental
organisations (INGOs)

* Are we even aware of them as researchers? 3. Research and civil society
organisations

- Can we ensure that a sustainable technology-driven world is also : 4;?”“”"—‘ communities & digital
ciuzens

* No one has the ‘right answer’, unless we intensify collaboration across disciplines and
geographies?

« Multi-disciplinary research ( for example, ICT & legislation) or collaboration with human rights
organisations for scrutinising for harmful (un)intended consequences that deteriorate freedom
and democracy?

IMA2023, keynote Oct 23 26



Thank you for your attention! H iV
Questions?

@ thehoodsfinest - 5 d. - Volgen

MONKEYS IN BALI HAVE LEARNT THAT
THEY CAN STEAL PEOPLE’S PHONES AND
NEGOTIATE THEM FOR FOOD

Anand Sheombar (anand.sheombar@hu.nl)
[IMA2023, keynote Oct 23 27
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